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Windows platform specification. (Windows 7)

There are two possibilities to get access to the Internet in our University. Wired and wireless.
In all cases you need to run Extensible Authentication Protocol (EAP) service on your computer.
1. Enter to the Control Panel.

) . . . View by:  Small icons *
2. Set View by option on small or large icons. .
3. Chose Administrative tools. ey
4‘ Chose SeI'ViCGS. ] Administrative Tools items.
Extensible Authentication Protocol _Mame = | Description I Skatus | Startup Tvpe
. DMS Client The DS Cl...  Starked Aukomnatic
Stop the service . Encrypting File System (EFS) Provides th... Manual
Restart the service "3 ESET Service ESET Service  Started  Aukomatic
Extensible Authentication Proktocol The Extens.., Started Manual
Description: o Fax Enables vo... Manual
The Extens_ible Aui_henﬁcation Protocol ~: Function Discovery Provider Hosk The FOPH... Manual
{EAP) service provides netwark : i X _ .
authentication in such scenarios as . Function Discovery Resource Publica...  Publishes k... Manual

5. Find Extensible Authentication Protocol service, use right mouse button to get to the properties.

MNarne = | Description | Skakus | Skartup Tywpe
o DMS Client The DMS Cl...  Started Aukormatic
- Encrypting File System (EFS) Pravides th... Manual
- ESET Sepvice ESET Service  Starked Aukamnatic
Extensible Authentication Protocol Manual
t Stark
Fax Marual
: . . . Skop
. Function Discovery Provider Hosk & Manual
: SlsE
.. Function Discovery Resource Publi . Manual
: ESUME
+. Group Policy Client P Started Automatic
: estarl
. Health Key and Certificate Manage Manual
“; HomeGroup Listener all Tasks 3 Manual
", HomeGroup Pravider Manual
; . Refresh
<+ Human Interface Device Access Manual

L HwDeviceService exe Started Aukomatic
“ IKE and AuthIP IPsec KeyingMode —— | Started Automatic
.. InstalDriver Table Manager Help Manual

6. Change startup type to Automatic.
x

Gengral |Log Dnl Hecover_l,ll Dependenciesl

Service name:  EapHost

Display name:  Extensible Authentication Protocal

Description h - L
? service provides network authentication in such

The Extensible Authertication Protocol (EAP) d

Path to executable:
CMwindoms\Spstem32\svchost exe + netsvos

Startup type:

Help me confiqurs service starbup options.

Service status:  Started

Start | Stop | Pause FHesume

‘You can specify the start parameters that apply when you start the service
from here.

Start parameters: I

,TI Cancel Apply

7. If service status is stopped click on Start button.
8. Service should start now.
Configuring wired network settings.
You need to run Wired AutoConfig service on your computer.
Enter to the Control Panel.
Set View by option on small or large icons.
Chose Administrative tools
Chose Services.
Find Wired AutoConfig service. Use right mouse button to get to the properties.
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11.
12.

13.

14.
15.

16.
17.

Mame -~ | Descripkion | Skatus | Startup Type | Lag On As | ﬂ
L indaws Search Pravides c...  Starked Autamatic (... Local System
L Windows Time Maintains ... Started Manual Local Service
L indaws Update Enahlesth... Started Autamatic (... Local System
L WANHTTR Web Procey Aubo-Discovery,.,  WinHTTP ... Manual Local Service
wired AutoConfig The Wired ... Started  Automatic Local System
L WLAN AukoConfig The WLAM...  Started Ailkomatic Local Syskem
L WM Performance Adapker Provides p... Manual Local Syskem
. Workstation Creates an..,  Started Automatic HNetwork 5...
J L AR AukoConfig This servic,.,  Started Aukomatic Local Service j

Change startup type to Automatic.

If service status is stopped click on Start button.

Service should start.

Connect ethernet cable into the your computer and into the ethernet socket.

. Enter to the Control Panel.

78 Location and Other Sensors _i' Mail
.+ Mebwork and Sharing Center I matific
.'-B- Parental ColMetwork and Sharing Center for

_heck network status, change nebwark
|l Phone and fsettings and set preferences for sharing fer
Files and printers.

Chose Network and Sharin_g Center.
Chose Change adapter settings.

Control Panel Home: Yiew your ba

Manage wireless networks

I change adapter settings | e
(hange advanced sharing settings (This ¢

Views your ackiv

“

= |2

Find Local Area Connection icon. If you have connected your computer with ethernet socket
connection should be active (without red x symbol).

_IS" Control Panel'Network and InternetNetwork Connections

(?\: :’;v | 9 = Control Panel ~ Metwork and Internet ~ Metwork Connections ~ - l‘a

Qrganize Disable this network device  Diagnose this connection  Rename this connection »»

l: 3G Connection
~ Disconnected

s # TOSHIBA Software Modern

Mark it by left mouse button, use right mouse button to get to the properties.

Find Authentication tab. (If it is not precent check if Wired AuthConfig and EAP service are
running).

Check Enable IEEE 802.1x authentication.

Chose Microsoft protected EAP (PEAP) as authentication method.Click Settings button.

Mebworking  Authentication | Sharingl

Select thiz option to provide authenticated network. a
thiz Ethernet adapter.

[+ Enable IEEE 80213 authentication

Choose a network. authentication method:

t: Protected EAP [PEAP]

¥ Bemember my credentials for this connection eac
time I'm logged on

I Fallback to unauthorized network access

Additional Settings... |



18. Uncheck Validate server cerificate.

- Connech ko these servers:

Trusted Boot Certification Suthorities:

AddTrust External CA Rook

[ Baltimore CyberTrusk Rook

[ <A cert Signing Authority

O caurH

O certum Ca

O certum Trusted Metwark Ca

[ class 3 Public Primary Certification Authority
]

™ Do mot prompt user bo) authorize new servers of b
cerkification authorities,

Select Authentication Method:

|secured password (EAP-MSCHAP vz2) =]
19. Click Configure on right side of “Select authentication method”
20. Uncheck “Automatically use my Windows logon ....”
21. Click OK button.
22. Click OK button. Wwhen connecting:
23. On Security tab click Additional settings.
24. On 802.1x tab check Specify authentication method.
25. Chose user authentication
26. Click Save credentials.

r Automatically use m_l,l_\a\r_‘indnws logon
‘pazaword (and domain if any).

Advanced settings

802,13 settings |

—W Sperify authentication made

Save

I™ | Belete credentials fior allusers

1 Enable singls sign an far this network

1% | Ferform immediately befare user [ogan

£ Performimmediately after user lagon

[aximurn delay (seconds): IE
¥ | aliow additional dislogs bo be displayed durin
Signan

Thisnetwork uses separate virtual Lans Far |
and wser, authentication

9. Enter your login and password.

Save credentials
Saving wour credentials allowes your compuker to conneck to the
wou're nok logged on {for example, to download updates).

User name

10. Click OK button.

11. Click OK button.

12. Click OK button.

13. Click Close button.

14. Replug your ethernet cable.

15. You should have connection to the Internet.

After succesfull connection to the network, you need to wait approx. 5 minutes. Internet's gateway
firewall needs to be reload. It happens every hour in 1,6,11,16,21,26,31,36,41,46,51,56 minutes.



